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Executive Summary

“Executive Summar

Digital government, digitalization of critical industries, and
main enablers such as cloud computing, artificial intelligence,
data centers, and 5G are making economic activity and public
services increasingly dependent on continuously available
network infrastructure. At the same time, physical disruptions
of network infrastructure (due to natural or industrial disasters
or sabotage), cyberattacks, routing incidents, software and
configuration failures, and growing operational complexity
are increasing the potential impact of network outages.
Network resilience is therefore becoming a core requirement
for future digital infrastructure, alongside coverage, capacity,

performance, and security.

Globally, this evolution is taking place in parallel with the
transition to IPv6 and more programmable IP networks. IPv6 is
becoming the long-term foundation of internet and operator
network infrastructure, while SRv6 enables programmable
traffic engineering, service steering, isolation, and more flexible
recovery. Network resilience is also evolving from equipment-
level redundancy toward broader and holistic architecture-
level protection based on physical and geographic diversity,
dual- or multi-plane design, sufficient backup capacity, secure
routing, end-to-end observability, and automated recovery.
Al further reinforces this trend: it creates more demanding
and distributed traffic patterns, widen attack surface, exhibit
new vulnerabilities that attackers may more easily exploit
thanks to Al-based automated tools, while also providing
new capabilities for anomaly detection, risk prediction, fault

localization, and intelligent operations.

For Egypt, resilient transport networks are closely aligned with
existing national digital-development objectives. Digital Egypt
and ICT 2030, the Cloud First Policy, the National Al Strategy,
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and the National Cybersecurity Strategy are increasing
dependence on secure and continuously available connectivity.
Egypt's National IPv6 Strategy, launched by NTRA in 2025,
provides an important foundation for this evolution, targeting
full IPv6 support by internet service providers by the end of
2026 and national IPv6 adoption exceeding 60 percent by
2030. This evolution also supports child online protection by
enabling safer, age-appropriate access to digital services while
strengthening the protection of children's privacy and security.
According to operational data collected by NTRA as of July
2026, approximately 22 million devices in Egypt are already
connected to the internet using IPv6, demonstrating that IPv6

is moving toward large-scale operational deployment.

Egypt’s strategic role as an international connectivity gateway
further increases the importance of resilience. The country
carries a significant share of international traffic between
Europe, Asia, and Africa, while domestic digital government,
financial services, cloud platforms, data centers, and critical
industries increasingly depend on national backbone and
metro networks. Recent incidents, including the Ramses
Exchange fire in July 2025, have demonstrated the value of
alternative traffic paths, backup facilities, available restoration
capacity, and rapid coordination among operators and the
regulator. They also underline that logical redundancy alone
is insufficient when alternative paths share the same physical
site, fiber corridor, optical infrastructure, power supply, or
geographic risk.

This whitepaper defines a resilient transport network as
one that can prevent avoidable failures, maintain critical
services during disruption, contain the impact of incidents

within a limited scope, and restore affected services rapidly.
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Achieving this, requires both sound architecture and disciplined

operations. Key challenges include single points of failure and
infrastructure concentration, disaster-recovery gaps, cyber
threats, routing-security weaknesses, and increasing cross-

domain operational complexity.

To address these challenges, the whitepaper proposes a
resilience framework built around three design principles:
infrastructure resilience, security by design, and fast/intelligent
operations. It proposes a reference architecture that combines
trusted and robust network elements, resilient routing and
multi-plane network design, service isolation and differentiated
assurance, intelligent monitoring and automation. IPv6 and
SRv6 provide the foundation for scalable and programmable
IP connectivity, while physical route diversity and underlying
optical transport resilience ensure that logical protection is

supported by genuinely independent infrastructure.

Resilience should also be measurable to justify infrastructure
upgrades and new investment to leadership. The proposed
assessment framework combines outcome indicators, such
as end-to-end availability and mean time to restore (MTTR),
with lifecycle capability indicators covering fault prevention,
protection and containment, recovery, and architecture

adaptation. This allows operators and stakeholders to assess
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not only whether critical services remain available, but
also whether the underlying architecture and operational
capabilities can prevent, contain, recover from, and adapt to

disruption.

For Egypt, the whitepaper recommends a staged evolution. In
Phase 1, priority should be given to identifying and reducing
critical physical and logical single points of failure, validating
route and site diversity, strengthening routing security, and
testing disaster-recovery mechanisms. In Phase 2, resilience
should become increasingly programmable and observable
through broader SRv6 deployment, dual- or multi-plane
architecture, telemetry, and end-to-end service visibility. In
Phase 3, operators can progressively introduce Al-assisted and
closed-loop operations for predictive risk detection, automated

fault localization, and policy-controlled recovery.

Resilient transport networks are therefore a foundational
capability for Egypt’'s continued digital development. By
combining IPv6 evolution, architectural diversity, secure and
programmable routing, end-to-end observability, intelligent
operations, and coordinated industry action, Egypt can
strengthen the continuity of national digital services while
reinforcing its position as a secure, reliable, and future-ready

regional and international connectivity hub.

We would like to express our sincere appreciation to the Ministry of Communications and Information Technology (MCIT) and

representatives from Telecom Egypt, Vodafone Egypt, Orange Egypt, and e& Egypt for their active participation, constructive

discussions, and valuable inputs during the IPv6 and Network Resilience Workshop held in September 2026. Their insights and

practical perspectives have contributed to the development and refinement of this white paper.
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Digital transformation is increasing the strategic importance
of reliable and continuously available connectivity. Digital
government, cloud computing, artificial intelligence, data
centers, mobile and fixed broadband, and the digitalization of
critical industries and cloudification of enterprises are making
economic activity and public services increasingly dependent
on network infrastructure. Networks are no longer used only to
provide basic communications; they have become an essential
foundation for financial services, healthcare, education, energy,
transportation, industrial production, and other mission-critical
applications. As this dependence grows, network disruptions
can affect large numbers of users, enterprises, public

institutions, and essential national services.

At the same time, network architectures are becoming
more distributed, open, and programmable. Operators are
adopting virtualized and cloud-based network functions,
edge computing, high-capacity IP and optical transport, and
high-speed data center interconnection. IPv6 is becoming
the long-term foundation for IP network evolution, providing
scalable connectivity across users, devices, clouds, data
centers, and applications. Building on IPv6, Segment Routing
over IPv6 (SRv6) supports programmable path control, traffic
engineering, service steering, flexible traffic rerouting, and
personalized network slices. Streaming telemetry, network
digital twins, and Al-enabled automation are also being
introduced to improve network planning, service assurance,

fault prediction, and operational efficiency.

These developments create major opportunities for innovation
and economic growth, but they also increase network
complexity and interdependence. A single digital service may
depend on multiple IP and optical domains, fiber routes, sites,
power systems, cloud platforms, data centers, and operational
organizations. Apparently diverse logical paths may still share
the same duct, fiber cable, transmission equipment, site, or
geographic risk zone, creating hidden common points of

failure.

Disruptions may arise from three broad categories of risk.
The first is adversarial action, including cyberattacks, route
hijacking, distributed denial-of-service (DDoS) attacks, and
attacks against control and management systems. The second
is accidental or human-induced failure, including equipment
faults, software defects, failed upgrades, and configuration
errors. The third is physical or environmental disruption,

including fires, fiber cuts, site outages, power failures, and

Introduction

natural disasters. Each category can affect individual network
elements, multiple network domains, or large service areas.
Artificial intelligence may further increase the speed and
sophistication of attacks by widening the attack surface, while
also providing new tools for anomaly detection, risk prediction,

and automated recovery.

In this highly digitalized environment, resilience cannot be
achieved only through equipment redundancy, traditional
disaster-recovery plans, or isolated protection mechanisms
at individual network layers. It must be designed as an end-
to-end capability covering physical infrastructure, transport
architecture, security, and operations. A resilient Transport
Network should be able to prevent avoidable failures, maintain
critical services during disruption, limit the propagation of

impact, and restore affected services rapidly.

This requires measures such as multi-site redundancy,
physically diverse fiber routes, sufficient backup capacity,
optical-layer protection, optical mesh architecture, ASON
(Automatic Switch Optical Network) as specified by ITU-T
G.8080, automatic service restoration, dual-plane or multi-
plane IP architecture, secure routing, traffic and service
isolation, real-time network awareness, and fast recovery
mechanisms. Resilience should therefore be treated as a
continuous lifecycle covering risk assessment, planning, design,
deployment, operations, incident response, recovery, and long-

term network evolution and adaptation.

The coordination of IP and optical transport is particularly
important. Logical redundancy at the IP layer provides limited
protection when primary and backup paths depend on the
same physical fiber route, optical system, site, or power supply.
Similarly, optical protection alone may not preserve service
continuity without appropriate IP routing, traffic engineering,
and capacity management. Effective resilience consequently
requires coordination and synchronization of respective
protection mechanisms across physical fiber infrastructure,
optical transport, and IP networking. High-capacity optical
systems provide the physical connectivity and bandwidth
foundation, while IPv6 and SRv6 support scalable and
programmable connectivity at the IP layer. Cross-layer visibility
and intelligent operations can further help operators detect

risks, coordinate recovery, and restore services more rapidly.

For Egypt, Transport Network resilience has particular national

significance. The country is a major international connectivity
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gateway between Europe, Asia, Africa, and the Middle East
through the Suez Canal Crossing where over 14 subsea cables
from the West and 12 from the East land in Egypt. This
strategic position is an important national asset, but it also
increases the importance of route diversity, service continuity,
and coordinated recovery. Recent service disruptions have
further highlighted the need to reduce critical dependencies,
strengthen alternative connectivity, and improve the ability of
national networks to withstand and recover from unexpected

events.

These priorities are closely aligned with Egypt’s National
IPv6 Strategy, Digital Egypt agenda, ICT 2030 Strategy, and
National Cybersecurity Strategy 2023-2027. IPv6 deployment
provides an important foundation for future connectivity, while
cybersecurity, infrastructure resilience, and service continuity
are necessary to protect digital government, cloud services,
data centers, critical industries, and emerging Al applications.
Resilient IP networking, supported by robust optical transport
infrastructure, should therefore be considered as an important
component of Egypt’s national digital-development strategy.

This whitepaper, entitled “Egypt Resilient IP Transport Network
Whitepaper: An IPv6-Enabled Roadmap,” provides a policy and
technical reference for the evolution of more resilient, secure,

intelligent, and future-ready Transport Networks. Although

its principal focus is the IP Transport Network, it recognizes
that end-to-end resilience depends on coordinated planning
and protection across the IP layer, optical transport layer, and

underlying physical fiber infrastructure.

The whitepaper reviews global trends in IPv6 and network
resilience, examines Egypt’'s policy and market context,
defines the principal characteristics and challenges of resilient
Transport Networks, and presents enabling technologies and
a reference architecture. Particular attention is given to IPv6,
SRv6, high-capacity IP and optical transport, physical route
diversity, multi-plane architecture, routing security, cross-layer

coordination, and Al-enabled operations.

The whitepaper is intended for NTRA and other government
stakeholders, telecommunications operators, infrastructure
providers, cloud and data center operators, critical-industry
network owners, technology suppliers, standards organizations,
and research institutions. It provides a common framework
that can be adapted to different service requirements, risk
profiles, investment cycles, and existing infrastructures. Its
overall objective is to support the coordinated evolution of
Egypt’'s Transport Networks and strengthen the continuous
availability, security, and sustainability of the country’s digital

infrastructure.

i i
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Global Trends in IPv6 and Network Resilience

Digital government, cloud computing, artificial intelligence,
data centers, 5G, and critical-industry applications are
increasing global dependence on IP connectivity. As a result,
IP networks are no longer evaluated only by coverage,
bandwidth, and cost, but also by their ability to maintain
critical services, contain failures, and recover rapidly from

disruption.

Three related trends are shaping this evolution. First, IPv6
is becoming the long-term foundation of the internet and
operators' network infrastructure. Second, IP resilience
is evolving from equipment-level redundancy toward
architecture-level protection and programmable recovery.
Third, telemetry, automation, and Al are enabling operators
to move from reactive troubleshooting toward predictive and

closed-loop operations.

2.1 IPv6 Is Becoming the
Foundation of Future IP Networks

IPv6 has evolved from a migration technology into a
mainstream part of global connectivity. By mid-2026, IPv6
access to Google's services was approaching half of all users
worldwide, having briefly exceeded 50 percent for the first time
in March 2026'. And this constitutes an inflection point. APNIC
Labs, which measures a different population using a different
method, recorded global IPv6 capability at approximately 42
percent over the same period, with a somewhat lower share of
users preferring IPv6 where both protocols are available®. The
two datasets differ in methodology and scope, but together
they show that IPv6 now represents a substantial and growing

share of global internet access.

IPv6 deployment is expanding beyond residential internet
access into mobile networks, government systems, cloud
platforms, data centers, enterprise networks, and operator
backbone and metro networks. RFC 9386 identifies significant
industry progress while also noting continued challenges,
including uneven adoption, prolonged IPv4 coexistence,

application readiness, and operational complexity®.

' Google, IPv6 Statistics, https://www.google.com/intl/en/ipv6/statistics.html

The value of IPv6 extends beyond its larger address space. It
provides scalable addressing and end-to-end connectivity for
users, devices, cloud resources, data centers, and applications.
Reduced dependence on IPv4 address translation can
simplify parts of the network architecture, improve address

transparency, and facilitate service troubleshooting.

However, IPv6 should not be presented as automatically secure
or resilient. Its contribution depends on appropriate address
planning, routing architecture, security controls, monitoring,
and operational practices. Extended dual-stack operation
may increase operational complexity, because operators
must secure, monitor, and troubleshoot both IPv4 and IPv6

environments in parallel.

The strategic value of IPv6 is further strengthened by
Segment Routing over IPv6. RFC 8986 defines SRv6 Network
Programming as a framework that allows an operator or
application to specify packet-processing instructions through
the IPv6 header. In operator networks, this programmability
can support traffic engineering, path control, service steering,

service isolation, and more flexible recovery policies®.

The global direction is therefore broader than address
migration: IPv6 is increasingly the programmable foundation
on which future IP connectivity, automation, service assurance,

and resilience are built.

2.2 IP Resilience Is Evolving from
Redundancy to Architecture-Level
Protection

Traditional IP resilience has relied mainly on redundant routers,
links, control cards, power supplies, and routing adjacencies.
These measures remain essential, but duplication alone does

not guarantee service continuity.

Two logical IP links may share the same physical fiber route,

transmission equipment, site, or power system. Multiple

> APNIC Labs, IPv6 Capability Statistics, https://stats.labs.apnic.net/ipv6 (30-day average, 5 July-3 August 2026: global IPv6 capability = 42%).

3 RFC 9386, IPv6 Deployment Status, IETF, April 2023, https://www.rfc-editor.org/info/rfc9386.

“ RFC 8986, Segment Routing over IPv6 (SRv6) Network Programming, IETF, February 2021, https://www.rfc-editor.org/info/rfc8986.
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routing paths may also converge on a common aggregation
node or geographic area. When these dependencies are not
visible, apparently redundant networks may still contain

critical single points of failure.

Operators are therefore moving toward architecture-level
resilience based on several complementary capabilities: dual-
plane or multi-plane network architecture; geographically
separated nodes and routes; sufficient backup capacity under
failure conditions; fast fault detection and IP fast rerouting;
programmable traffic engineering; routing and control-plane
protection; service isolation and differentiated recovery; and

multi-site disaster recovery with out-of-band management.

Traffic engineering plays an important role in this evolution.
Rather than relying only on shortest-path routing, operators
can steer traffic according to capacity, latency, service
priority, risk exposure, and failure conditions. SRv6 provides a
programmable mechanism for implementing such path and

policy control at the IP layer.

The optical transport network plays a critical role as the
foundational infrastructure of the IP transport architecture.
An IP backup path offers limited protection if it traverses the
same damaged fiber corridor or optical transport layer as the
primary path. IP resilience planning should therefore verify
physical route separation and available optical capacity, while
the principal service-protection and recovery policies should be

jointly coordinated across the IP and optical transport layers.

A resilient optical transport network reduces the impact of
single points of failure and disasters through a full-mesh
architecture, multiple routes, and physical fiber isolation.
Leveraging highly reliable transmission, redundant capacity,
and intelligent operations, it enables rapid fault recovery and
provides deterministic bandwidth, latency, and reliability for

critical services.

The broader trend is a shift from isolated device and link
redundancy toward programmable, service-aware, architecture-

level IP resilience.

Global Trends in IPv6 and Network Resilience

2.3 Al, Cloud, and Data Centers
Are Creating New IP Network
Requirements

Cloud computing and data-center interconnection have
increased traffic between cloud regions, data centers, edge
locations, enterprise systems, and storage platforms. Al further
accelerates this trend through model training, distributed
inference, data replication, and collaboration between

geographically distributed computing resources.

A recent research document RFC 9817 from the IRTF's
Computing in the Network Research Group (COINRG)
examines distributed Al training as an emerging use case
that combines distributed computing power with distributed
data. It illustrates a broader transition in which network
and computing resources must increasingly be planned and

coordinated together®.

These applications can create large, bursty, and performance-
sensitive traffic flows. Depending on workload criticality
and service-level requirements, IP networks may need
to provide scalable high bandwidth; low and predictable
latency; controlled packet loss and congestion; service and
tenant isolation; fast recovery during node or link failures;
and differentiated quality and resilience guarantees. Optical
transport networks should provide deterministic low-latency
optimization to deliver stable, low-latency transport for
latency-sensitive applications such as Al training, distributed

inference, and data center interconnection.

The interface and transport ecosystem is also moving toward
higher capacity. IEEE Std 802.3df-2024 standardized 800 Gb/s
Ethernet, together with additional 400 Gb/s interface variants,
reflecting continued growth in data-center, aggregation, and

high-capacity network requirements®.

Not every Al or cloud workload requires deterministic or
lossless wide-area connectivity. Requirements vary according

to the application, distance, data volume, architecture, and

® RFC 8655, Deterministic Networking Architecture, IETF, October 2019, https://www.rfc-editor.org/info/rfc8655.

© |EEE Std 802.3df-2024, |EEE Standard for Ethernet — Amendment: 800 Gb/s and additional 400 Gb/s Ethernet, IEEE, 2024, https://www.ieee802.0rg/3/df/.
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Global Trends in IPv6 and Network Resilience

commercial service-level agreement. The main trend is toward
differentiated IP connectivity, in which critical applications
receive stronger guarantees while less-sensitive traffic

continues to use best-effort services.

From a resilience perspective, backup paths must therefore
be assessed for more than simple reachability. A path may
remain technically available after a failure but lack sufficient
capacity to carry critical cloud, Al, or data-center traffic. IP
resilience planning must consider bandwidth under failure
conditions, service prioritization, congestion control, and traffic

redistribution.

2.4 Intelligent Operations
Are Enabling Predictive and
Automated Resilience

Traditional IP network operations have relied heavily on device
alarms, periodic polling, manual correlation, and engineer-
led troubleshooting. This model becomes increasingly difficult
to scale as networks grow in size, service diversity, and

operational complexity.

RFC 9232 defines a Network Telemetry Framework covering
the collection of operational data from different network
planes. Streaming and model-driven telemetry can provide
more continuous visibility into topology, routing, traffic,
performance, faults, and resource utilization than traditional

periodic monitoring’.

Al-based analytics and network digital twins can use
this information to identify anomalous behavior, forecast
congestion and capacity shortages, correlate alarms across
devices and domains, estimate the service impact of failures,
evaluate alternative routing and recovery options, support
preventive maintenance, and recommend or initiate corrective

actions.

This supports a gradual transition toward closed-loop
resilience, in which the network senses its state, analyses risk
and service impact, selects a response, implements the change,

and verifies the outcome.

Service assurance also requires an end-to-end view. RFC 9417
notes that, where a service relies on multiple underlying
elements and subservices, its health can be assessed only

through a holistic view of the complete service chain®.

Automation must nevertheless be introduced with appropriate
controls. Inaccurate data, incomplete topology information,
or unsafe automated actions may increase risk. Operators
therefore require policy validation, defined automation
boundaries, human supervision, rollback capabilities,

auditability, and reliable out-of-band management.

Al-for-Networking should be viewed as an enabler of
IP resilience, not a replacement for sound architecture.
Automation cannot compensate for insufficient route diversity,
inadequate backup capacity, weak routing protection, or

critical single points of failure.

2.5 Network Resilience Is
Becoming a Policy and Industry
Priority

IP network resilience is increasingly moving beyond internal
engineering departments to become a policy and governance
concern. Governments and critical industries depend on
IP infrastructure for public services, financial transactions,
emergency communications, cloud access, and national digital
operations. Major outages can therefore create economic and

social impacts extending well beyond the affected operator.

International discussion increasingly emphasizes the continuity

of critical communications and digital services; geographic

7 RFC 9232, Network Telemetry Framework, IETF, May 2022, https://www.rfc-editor.org/info/rfc9232.

8 RFC 9417, Service Assurance for Intent-Based Networking Architecture, IETF, July 2023, https://www.rfc-editor.org/info/rfc9417.

° International Telecommunication Union / International Advisory Body on Submarine Cable Resilience, Report of the Working Groups 2026, July 2026, https://www.itu.
int/en/mediacentre/Pages/PR-2026-07-10-Submarine-cable-resilience-report.aspx ; submarine-cable repair volume from International Cable Protection Committee (ICPC)

2025 data.
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and physical route diversity; the resilience of national
and international connectivity; disaster preparedness and
coordinated response; routing and cybersecurity protection;
measurable availability and recovery objectives; and
coordination among regulators, operators, infrastructure

providers, and emergency authorities.

Physical infrastructure remains central to this discussion. In
July 2026, the final report of the ITU-convened International
Advisory Body on Submarine Cable Resilience identified
geographic concentration, dependence on a limited number
of systems, physical-risk exposure, route diversity, redundancy,
risk monitoring, and faster repair as international priorities.
The scale of routine disruption is itself significant: industry
data recorded more than 170 submarine-cable repairs
worldwide during 2025, an average of nearly four faults per
week®. These principles apply equally when operators assess
the physical dependencies of national IP backbone and metro

networks.

Industry organizations are also extending network resilience
from the IP layer to the optical transport layer. The ITU-T ION-
2030" framework identifies security and resilience as key
design principles for future optical networks, emphasizing high
reliability, automated protection and recovery, low latency,
path rerouting, and intelligent operations. This provides an
important industry reference for building resilient optical
transport networks with physically diverse routes, multi-path

redundancy, and coordinated protection across network layers.

Regulators prescribe Policies that establish resilience objectives,
promote transparent risk assessment, encourage standards and
good practices, and facilitate coordination across organizations
(at national, regional and global level). This Policy will be
customized and enforced by Organizations as their respective
Networks differ in scale, geography, service mix, legacy

infrastructure, and investment capacity.

Global Trends in IPv6 and Network Resilience

Takeaways
Taken together, the global trends are clear:

» IPv6 is becoming the long-term foundation of future IP

networks;

» SRv6 and advanced traffic engineering are enabling more

programmable resilience;

« Al and cloud are creating stronger capacity and continuity

requirements;

» Intelligent operations are moving resilience from reactive

restoration toward prediction and automation.

The following chapter examines how these trends relate to
Egypt's national strategies, market environment, and network-

development priorities.

'® International Telecommunication Union/GSTR-ION-2030 - Technical Report on international optical networks towards 2030 and beyond, https://www.itu.int/

hub/2026/02/ion-2030-enabling-the-intelligent-optical-network-era/

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap m



Egypt’s Strategy and Development Trends in IPv6 and Resilient Networks

Egypt’s Strategy and
Development Trends in IPv6

and R%SIllerlt Networks

L IR

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap




Egypt's Strategy and Development Trends in IPv6 and Resilient Networks

3.1 Egypt's IPv6 Strategy as the
Foundation for Future Networks

The rapid expansion of Egypt’s digital economy demands
a robust infrastructure capable of supporting billions of
connected devices expected in the future. As the National
Telecommunications Regulatory Authority (NTRA) and the
Ministry of Communications and Information Technology
(MCIT) accelerate the Digital Egypt strategy, the transition
from IPv4 to IPv6 has shifted from a technical upgrade to
a national policy imperative. Egypt’s IPv6 strategy provides
the policy foundation for the country’s next phase of
network evolution, enabling scalable addressing, end-to-
end connectivity, service innovation, and future-ready digital
infrastructure. By eliminating the constraints of legacy protocol
address scarcity, this strategic pivot ensures that Egypt remains
a competitive hub for technological innovation in the Middle
East and Africa.

Policy Framework and National Strategy

Egypt's approach to IPv6 deployment is driven by structured,
top-down regulatory frameworks designed to align public and

private sector interests.

« Regulatory Mandates: The NTRA establishes clear timelines
for Tier-1 internet service providers (ISPs) to transition
core networks, mobile broadband and fixed-line services to

dual-stack and native IPv6 architectures.

* Government Leadership: MCIT spearheads the IPv4 / IPv6
migration by requiring all new government digital portals,
data centers, and public sector networks to natively

support IPv6.

» Procurement Policies: Strict compliance guidelines ensure
that public infrastructure tenders prioritize equipment and

software that feature certified IPv6 capabilities.

» Capacity Building: The government collaborates with
academic institutions and global bodies to host intensive

training initiatives for local network engineers.

Scalable Addressing and Eliminating IPv4
Constraints

The primary technical catalyst for Egypt’s strategy is the
acute global depletion of IPv4 addresses, which threatens to

bottleneck national growth.

« The IPv4 Bottleneck: Relying on legacy IPv4 forces ISPs to
use Carrier-Grade Network Address Translation (CGNAT).
This architecture increases hardware costs, introduces

latency, and complicates network troubleshooting.

» Infinite Address Space: IPv6 expands the address space
from 32-bit to 128-bit, providing a virtually inexhaustible
supply of unique IP addresses (3.4 x 10%8).

« Population Scale: This massive expansion ensures that
Egypt's growing population can connect multiple personal

devices to the internet without administrative constraints.

+ Sub-allocation Efficiency: Local operators can allocate
large, continuous blocks of addresses, simplifying global

routing tables and drastically reducing network overhead.

Restoring End-to-End Connectivity and
Enhancing Security

IPv6 restores the original architectural purity of the internet by

re-establishing true peer-to-peer communication pathways.

» Elimination of CGNAT: Direct, transparent communication
between endpoints removes the middle-boxes that break

application protocols and degrade performance.

* Built-in Security: IPsec (Internet Protocol Security) is
baked directly into the architectural specifications of
IPv6, providing a standard framework for encryption and

authentication.

» Improved Traceability: The elimination of shared CGNAT IP
addresses allows cybersecurity units and enterprise defense
systems to trace malicious activity back to a specific

endpoint more efficiently.

- Routing Efficiency: Simplified packet headers accelerate
routing processes across national backbones, minimizing

jitter and improving performance for real-time traffic.
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Driving Service Innovation: 5G, loT, and
Smart Cities

Egypt's massive investment in modern urban development
relies entirely on the capabilities unlocked by native IPv6

deployment.

« Smart Cities: Mega-projects like the New Administrative
Capital require billions of sensor connections for smart
grids, automated traffic management, and utilities. IPv6

offers the scale required to provision these systems.

* 5G Network Core: The deployment of 5G networks in
Egypt depends on IPv6 to support massive Machine-Type
Communications (mMMTC) and ultra-reliable low-latency

connections (URLLC).

» Network Slicing: Operators can leverage IPv6 segment
routing (SRv6) to dynamically partition network into slices
for specific industries, such as telemedicine or autonomous

logistics.

« Advanced Applications: Restored end-to-end connectivity
fosters innovation in decentralized applications, peer-to-

peer cloud computing, and real-time interactive media.

3.2 Digital Transformation Is
Increasing Demand for Resilient
Connectivity

Digital transformation replaces localized, physical processes
with centralized, cloud-hosted systems. This shift eliminates
manual backups, making uninterrupted connectivity essential
for the nation's critical systems. As more economic, public
sector, and social activities depend on digital infrastructure,

network resilience is becoming a national connectivity priority.

Cloud Dependency and the Elimination of
Offline Fallbacks

Modern public and enterprise operations have moved away
from localized data silos to remote, cloud-based micro-

services.

e The Vulnerability: Point-of-sale terminals, instant financial
transactions (via platforms like InstaPay), maritime cargo
clearing at ports, and hospital health registries are entirely

dependent on live external connections.

* The Impact: When a network drops, operations stop
immediately. There are no paper or offline backups

available to sustain the speed of a modern economy.

Cascading Failures in Hyper-Connected
Environments

Digital transformation connects independent infrastructure
sectors through Application Programming Interfaces (APIs)
and the Internet of Things (loT)™.

The Vulnerability: A single network routing failure or localized
outage is no longer isolated to an individual company or

neighborhood.

e The Impact: A minor core network disruption can
simultaneously disable traffic flow systems, smart electric
grid meters, automated civic surveillance, and public
transport ticketing. This broadens the "blast radius" of a

single network failure.

Public Service Continuity and Civil Stability

Egypt’s digital agenda includes expanding the Digital Egypt
portal to offer 450 digital government services by 2030.
Additionally, national educational examinations have fully

migrated to online portals'.

" Egypt’s National IPv6 Strategy: A Game Changer For Internet Speed, Security, and loT. https://followict.news/en/egypts-national-ipv6-strategy-a-game-changer-for-

internet-speed-security-and-iot/

"2 Egypt Targets 450 Digital Government Services by 2030 https://techafricanews.com/2026/07/21/egypt-targets-450-digital-government-services-by-2030/
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e The Vulnerability: Public trust relies heavily on the

availability of these portals.

«  The Impact: Network failures during national exams or the
widespread unavailability of civil registry systems can lead

to administrative gridlock and disrupt daily civic functions.

Zero-Latency Real-Time Economic Systems

Egypt’s ICT market size is projected to reach USD 27.69
Billion, growing at a 17.33% CAGR. This growth is driven by
automated, real-time data flows like algorithmic financial
trades, real-time logistics tracking, and automated supply

chains™.

* The Vulnerability: Micro-outages, data packet loss, and

routing delays disrupt automated queues.

« The Impact: Dropped connections can corrupt transactional
databases, stall supply chains, and cause direct financial

losses for enterprises.

Child Online Protection and Digital Safety

As children increasingly rely on digital platforms for education,
communication, and social interaction, ensuring a safe and
reliable online environment has become an important public
responsibility. IPv6 and its enhanced capabilities can provide
a resilient and intelligent network foundation for child
online protection, enabling operators to deliver secure, age-

appropriate, and continuously available digital services.

« Continuous Access to Essential Services: Resilient
connectivity ensures uninterrupted access to online
education platforms, child protection services, and
emergency support channels, even during network

disruptions.

* Age-Appropriate Content Protection: IPv6-enabled
network intelligence, combined with DNS security, content

filtering, and parental control services, enables operators

to provide age-appropriate internet access and help

protect children from harmful online content.

« Protection of Children's Digital Safety and Privacy:
Intrinsic network security, intelligent threat detection,
and data protection mechanisms help safeguard
children against cyber threats, malicious websites, online
exploitation, and unauthorized exposure of personal

information.

« 3.3 Recent Incidents in Egypt
Highlight the Need for Stronger
Network Resilience

Recent physical accidents, geopolitical maritime threats,
and cyberattacks in Egypt demonstrate how vulnerable
centralized networks are, making a swift transition to IPv6 and

decentralized architectures an absolute necessity.

Incident 1: The Ramses Central Exchange
Fire (July 2025)

A catastrophic fire broke out at the Ramses Central Exchange
building in Cairo. The facility houses the Ramses Internet
Exchange, which serves as the primary interconnection hub for

the nation's leading telecom providers™.

« The Fallout: National internet connectivity plummeted
to 62% of normal levels. The disruption triggered an
unexpected trading suspension on the Egyptian Exchange
(EGX), paralyzed physical ATM networks, halted major
operations at bank branches, and knocked the country's
prominent instant payment mobile app, InstaPay,
completely offline. Even emergency services had to
scramble to issue alternative hotline numbers because

their primary networks failed™ ™.

« The Resilience Lesson: Telecom Egypt’s core infrastructure
monopoly leaves other ISPs dependent on leasing its

centralized capacity. This makes single physical hubs

® EGYPT ICT MARKET SIZE & SHARE ANALYSIS - GROWTH TRENDS AND FORECAST (2026 - 2031) https://www.mordorintelligence.com/industry-reports/egypt-ict-market

' Egypt Internet Outage: Another Example of the Need to Spread Your Risk https://pulse.internetsociety.org/en/blog/2025/07/egypt-internet-outage-another-example-

of-the-need-to-spread-your-risk/

"> How the Ramses Central Fire Disrupted Egypt’s Internet, Stock Exchange, and Banking Sectors https://www.dailynewsegypt.com/2025/07/08/how-the-ramses-central-

fire-disrupted-egypts-internet-stock-exchange-and-banking-sectors/

'® Blaze at Cairo telecommunications building kills 4, disrupts internet, phone https://edition.cnn.com/2025/07/08/africa/cairo-telecom-fire-internet-phone-disruption-intl
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massive points of failure. Transitioning to an IPv6
framework simplifies complex enterprise multi-homing,
enabling automated routing backups across different
providers so services stay online even if a major data

center goes down'”.

Incident 2: Red Sea Submarine Cable
Disruption (March & September 2025)

Due to escalating regional instability and accidental maritime
anchoring, multiple critical subsea fiber cables running
through the Red Sea—including the PEACE cable (March
2025), alongside the SEA-ME-WE-4, IMEWE, and FALCON GCX

networks (September 2025)—were severed'® .

* The Fallout: Because Egypt serves as the primary global
transit corridor linking European and Asian networks, these
breaks caused widespread internet degradation, slower
routing speeds, and spike packet-loss latencies across the
Middle East and global cloud infrastructures like Microsoft

Azure®.

« The Resilience Lesson: Geopolitical choke points expose
the danger of relying on fragile network paths. True
network resilience requires Egypt to diversify its physical
inland routes and deploy IPv6's advanced routing features.
This ensures international data hubs can seamlessly
dynamically switch paths at the border, maintaining high
data traffic capacity without bottlenecks or dropped

connections®' 2

As Egypt executes its Vision 2030 digital transformation
roadmap, the core requirement for connectivity has shifted
from raw bandwidth to structural resilience. To transition from
a global transit corridor into an active regional digital leader,

Egypt must evolve its network architecture.

A future-proof strategy must combine native IPv6 deployment
with an advanced IP transport network evolution. This
integration creates a self-healing, automated, and secure
foundation capable of supporting high-stakes workloads,
artificial intelligence (Al) development, and critical public

services.

A resilient, SRv6-enabled network infrastructure provides the
technical foundation required to achieve Egypt's high-level

economic objectives:

« Powering Large-Scale Al Development: Artificial
Intelligence models require massive, distributed computing
power. High-capacity data transfers between decentralized
graphics processing unit (GPU) clusters demand low
latency and high network resilience. Egypt's dual-plane,
SRv6-driven infrastructure ensures these massive data
pipelines move efficiently without causing network

congestion.

« Attracting Global Hyperscalers: International tech giants
look for regions with robust infrastructure redundancy
before investing in local data centers. By building a
resilient, automated IPv6 transport network, Egypt
cements its position as a trusted digital hub, encouraging
international enterprises to build out their cloud zones

within the country.

« Securing Public and Social Services: This advanced
architecture ensures that public welfare programs, such as
Haya Karima digital services (over 1250 villages connected
to Fiber Internet) and national education platforms,
remain highly accessible and resilient against both physical

infrastructure failures and targeted cyber threats.

7 Why Egypt’s Internet is Still Letting Us Down? https://aps.aucegypt.edu/en/articles/1606/why-egypts-internet-is-still-letting-us-down

'® What do we know about internet disruptions from cut subsea cables in the Red Sea https://www.euronews.com/next/2025/09/08/what-do-we-know-about-internet-

disruptions-from-cut-subsea-cables-in-the-red-sea

'® Red Sea cable breaks disrupt internet in Middle East, South Asia https://developingtelecoms.com/telecom-technology/optical-fixed-networks/19029-red-sea-cable-

breaks-disrupt-internet-in-middle-east-south-asia.html

* PEACE Cable Cut in the Red Sea, Repair to be Prolonged https://www.submarinenetworks.com/en/systems/asia-europe-africa/peace/peace-cable-cut-in-the-red-sea,-

repair-to-be-prolonged

' ‘One of the World’s Most Critical Digital Bottlenecks’: How the Iran War Could Threaten Global Internet Access https://time.com/article/2026/05/19/iran-war-subsea-

cables-internet-strait-hormuz-gulf-states-ai/

*? Red Sea cable cuts: A look back and review of how the industry recovered https://capacityglobal.com/market-intelligence/red-sea-cable-cuts-a-look-back-and-review-of-

how-the-industry-recovered/

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap



Key Challenges of a Resilient IP Transport Network

Key Challenges of a
Resilient IP Transport
Network

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap




Key Challenges of a Resilient IP Transport Network

Modern transport networks underpin an expanding range of
digital-government, cloud, Al, data-center, and mission-critical
services. As dependence grows, they are evaluated not only by
coverage, capacity, and cost, but by their ability to withstand
disruption. This chapter defines what a resilient transport
network means and identifies the principal challenges to

achieving it.

4.1 Definition of Resilient
Transport Network

A resilient transport network is one that can prevent avoidable
failures, maintain critical services during disruption, contain
the impact of incidents within a limited scope, and restore
affected services rapidly. Resilience is both a technical and an

operational property.

From a technical perspective, it depends on architecture:
geographic and physical route diversity, dual- or multi-plane
design, elimination of critical single points of failure, sufficient
backup capacity, secure and programmable routing, service
isolation, and fast reroute. From an operational perspective,
it depends on how the network is planned, monitored, and
recovered — real-time visibility, validated failover procedures,
tested recovery capacity, clear cross-domain responsibilities,
and continuous risk assessment across the network lifecycle.
Neither dimension suffices alone: redundant equipment cannot
compensate for untested procedures or hidden dependencies,
and sound operations cannot recover a network that lacks the

underlying diversity to fail over to.

4.2 Emerging Challenges in the Al
Era

Artificial intelligence is the newest and most consequential
force reshaping network resilience, changing both the traffic

networks carry and the threats they face.

On the threat side, Al accelerates and automates attacks.
Adversaries use it for automated vulnerability discovery and
attack-path analysis, adaptive malware designed to evade
detection, deepfakes and voice cloning that defeat trust and
verification, and autonomous agents capable of conducting
multi-step attacks with limited human intervention. Attacks

on the Al systems themselves — model-inversion, data- and

model-poisoning — add a further dimension. Together these
developments shorten the interval between vulnerability
discovery and exploitation, making human-speed detection

and response increasingly insufficient.

At the same time, Al-driven applications impose stronger
performance and continuity requirements. Distributed model
training, industrial automation, autonomous systems, and real-
time Al services generate large, bursty, latency-sensitive flows
that may require high bandwidth, low and predictable latency,
limited packet loss, and very high availability — beyond what

best-effort connectivity guarantees.

Resilience must therefore address a dual challenge: protecting
infrastructure against Al-enhanced threats while using Al to
strengthen anomaly detection, failure prediction, automated

mitigation, and service recovery.

4.3 Key Challenges in
Architecture, Security, and
Operations

Single points of failure and physical concentration.
IP services rest on physical assets — sites, fiber routes,
transmission systems, data centers, and power. Natural events
such as earthquakes, floods, storms, wildfires, and extreme
heat, and human or geopolitical events such as construction
damage, cable cuts, anchor damage to submarine cables,
sabotage, and armed conflict, can disable several assets at
once. The central concern is concentration: different operators
and services often depend on the same fiber corridor,
exchange, landing station, or power source, so a single
physical incident can cascade across networks even where
each has deployed logical redundancy. Resilience planning
must therefore examine common physical dependencies, not
only logical topology. At the optical transport layer, physical
single points of failure should be mitigated through full-mesh

architecture, physical fibre isolation, and multi-route design.

Disaster-recovery gaps. Redundancy that is untested,
under-provisioned, or dependent on shared infrastructure
may fail when it is most needed. A backup path may be
technically reachable yet share the same physical risk, lack
sufficient bandwidth, or conflict with another recovery action.
Restoration capacity and failover mechanisms must be

validated in advance, not assumed.
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Cyber threats. IP networks face large, coordinated attacks
— multi-terabit DDoS, ransomware, malware, control-plane
attacks, and advanced persistent threats. Cloud platforms,
software-defined networking, network-function virtualization,
loT, and open interfaces widen the attack surface, allowing
adversaries to exploit software, orchestration, management,
or third-party components rather than the protocol itself.
The shrinking interval between compromise and large-scale
exploitation means detection and mitigation must increasingly
operate in near real time, combining telemetry and automated

response with validated recovery procedures.

Routing security and trust. Connectivity stability depends
on routing. Route hijacks, route leaks, and misconfigurations
can redirect traffic, create black holes, or expose data to
interception. The Border Gateway Protocol's implicit-trust
model creates systemic risk, as a single incorrect or malicious
announcement may propagate across many operators before
it is corrected. Resource Public Key Infrastructure (RPKI), Route
Origin Validation, and BGPsec improve the authenticity of
routing information, but adoption remains incomplete and
inconsistent, leaving gaps between networks and regions.
Resilience therefore requires route filtering, origin validation,
monitoring of abnormal announcements, protection of routing

sessions, and integration of routing security into incident

response.

Key Challenges of a Resilient IP Transport Network

Operational and lifecycle complexity. A single service may
traverse access, metro, backbone, data-center, cloud, and
enterprise domains while depending on multiple vendors,
protocols, and teams. This produces hidden dependencies,
inconsistent configurations, untested failover, and fragmented
visibility, so mechanisms that work within one device or
domain may fail at the end-to-end service level. Manual
operations cannot reliably manage this scale and speed;
resilient networks require systematic risk assessment, model-
based design, failure testing, end-to-end observability, and
closed-loop automation, with Al and network digital twins
supporting forecasting, dependency analysis, and recovery
simulation, enabling comprehensive visibility of network
resources, intelligent resource scheduling, and scalability
for future technology evolution, under controlled policies,

validated data, and human oversight.

The overarching challenge is to build resilience as a
coordinated capability rather than a collection of isolated
protection mechanisms. A resilient IP transport network must
withstand physical, cyber, routing, and operational disruptions
while continuing to deliver critical services — which requires
sound architecture and disciplined operations together.
The following chapter presents the key technologies and a

reference architecture for achieving this.
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Building on the challenges identified in the previous chapter, service isolation; and operations should enable fast detection,
this chapter presents a reference framework for resilient end-to-end observability, automation, and self-healing. The
IP transport networks that links three elements into one architecture is organized across service, network, and device
integrated approach: design principles, a layered target layers, and its effectiveness is measured through outcome
architecture, and evaluation indicators (Figure 5-1). In indicators such as availability and mean time to restore (MTTR),
summary, the infrastructure should avoid single points of supported by capability indicators spanning fault prevention,
failure and provide redundancy with diversity; security should protection and containment, recovery, and architecture
be embedded by design through trusted control, routing, and evolution.
Security Infrastructure Operation
. * Intrinsic security * Failure containment and reduce + L4 automation and auto-healing
Pzﬁzli[gare + Traffic and service isolation fault impact domain + Fast detection and recovery
 Trusted control and routing  Simplified architecture and » End-to-end observability

reduced cross-platform coupling
 Diverse redundancy

Operation and SRv6-based automatic optimization;
Maintenance Layer traffic forecast; self-diagnosis; online simulation
SRv6-based routing and slicing; elastic routing; routing domain isolation;
Architecture Network Layer 9 9 g g

route summarization; quantum security; dual-plane design for IP core

Device Layer Anti-Hijacking and anti-DDoS attack ; APT Intrusion detection; ISSU
Availability Mean Time to Restore Failure Containment Radius
Evaluation
Indicators
Intrinsic Intrusion Protection Data Leakage Prevention Rate

Figure 5-1. Network Resilience Framework

5.1 Design PrinCiples for Resilient and network domains, while trusted control and routing
IP NetWOI’ks mechanisms ensure the integrity and security of network

operations.

Resilient IP networks should be designed around three core . L. . .
Infrastructure: simplified architecture and failure
principles — Security, Infrastructure, and Operation — to . . .
containment. Network architecture should be designed
ensure secure, continuous, and reliable service delivery under . . L . .
to contain failures within limited domains and minimize
failures, cyberattacks, and operational disruptions. - . ) g .
their impact on critical services. Simplified architecture and

reduced cross-platform coupling help limit cascading failures
Security: intrinsic protection and trusted networking. . .

and operational complexity. Data centers must adapt to
Security should be embedded into network devices and ) . . - - )

high-density Al computing capability: a ceiling height of
architecture by design, enabling intrinsic protection against . . )

>6.5 meters, floor load-bearing capacity of >20 kN/m?, and
cyber threats and unauthorized access. Traffic and service .

deployment of 2N/DR modular UPS systems with cold-plate
isolation should prevent threats from spreading across services L . . . .

liquid cooling to achieve synchronized evolution of network
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and computing capabilities. Diverse redundancy across
network devices, paths, and sites provides effective protection
against single points of failure and common infrastructure

dependencies.

Operation: intelligent automation and rapid recovery.
Networks should progressively evolve toward Level 4
autonomous operations and self-healing capabilities,
supported by Al-driven analysis and closed-loop automation.
Fast fault detection and recovery should minimize service
disruption and restoration time, while end-to-end observability
provides comprehensive visibility into network status, service

performance, and potential risks.

5.2 Target Architecture and Key
Technologies

A resilient IP network should be built on a three-layer
architecture consisting of the Device Layer, Network Layer,
and Operation and Maintenance (O&M) Layer. The device
layer provides secure and reliable network elements; the
network layer enables resilient routing, traffic optimization,
and fault isolation; and the O&M layer delivers intelligent
network management, proactive risk prevention, and
automated recovery. Together, these layers support end-to-end

network resilience, security, and service continuity.

Device Layer — intrinsic security and reliable network
elements. Network devices form the foundation of end-to-end
resilience and should incorporate security protection and high-
availability capabilities by design. Key technologies include
anti-hijacking protection, anti-DDoS mechanisms, Advanced
Persistent Threat (APT) intrusion detection, and In-Service
Software Upgrade (ISSU). Integrated security mechanisms
help detect and mitigate malicious activities, protect critical
network functions, and prevent attacks from escalating into
large-scale service disruptions. ISSU enables software upgrades
with minimal service interruption, improving device availability

and operational continuity.

Network Layer — resilient routing, isolation, and security.
This layer provides the architectural foundation for resilient IP
connectivity through SRv6-based routing and network slicing,
elastic routing, routing domain isolation, route summarization,
quantum security, and dual-plane design for the IP core. SRv6

enables programmable traffic engineering and flexible path

selection, while elastic routing supports traffic redistribution
and resource optimization under changing network conditions.
Routing domain isolation and route summarization help
contain routing instability and reduce fault propagation. Dual-
plane architecture provides redundancy and path diversity for
critical services, while quantum-safe cryptography and, where
appropriate, quantum key distribution (QKD) can strengthen

the protection of sensitive communications.

Operation and Maintenance (O&M) Layer — intelligent
automation and self-healing. This layer enables proactive
and intelligent network operations through SRv6-based
automated traffic optimization, traffic forecasting, self-
diagnosis, and online simulation. By combining real-time
telemetry, Al-driven analytics, and closed-loop automation,
operators can predict traffic congestion and potential failures,
optimize network resource allocation, and validate network
changes before deployment. These capabilities support the
evolution toward Level 4 autonomous networks, improving
operational efficiency, accelerating fault recovery, and reducing

service disruption.

More specifically, the following technologies will be considered:

IPv6 and SRv6: Driving Network
Virtualization and Efficiency

Deploying IPv6 is only the first step; unlocking its true value
requires implementing Segment Routing over IPv6 (SRv6).
Traditional legacy transport networks rely on complex label-
switching protocols (like RSVP-TE) to route traffic, which

creates network bottlenecks and management silos.

« Unified IP Architecture: SRv6 uses the native 128-bit IPv6
address header to embed routing instructions directly into
the data packet. This eliminates the need for middle-box
translation labels, allowing packets to move smoothly from

cell towers and data centers straight to the end user.

« Granular Network Slicing: Through SRv6, the NTRA and
local Internet Service Providers (ISPs) can partition a
single physical network into isolated virtual slices. Critical
services—such as InstaPay financial transactions, hospital
life-support telemetry, and military communication lines—
are assigned dedicated, latency-guaranteed network slices

that remain unimpacted by general public internet traffic.
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« Traffic Engineering for Dynamic Routing: SRv6 monitors
network latency and packet loss in real time. If a fiber
optic link degrades or experiences high congestion, the
network dynamically updates instructions inside the
IPv6 header, instantly rerouting traffic along the fastest

alternative path.

Dual-Plane Architecture: Hardening
Physical and Logical Redundancy

As discussed earlier, recent disruptions, such as the 2025
Ramses Exchange fire and Red Sea subsea cable cuts, show
that, a single point of failure can disrupt the national economy.
Egypt’s future transport networks must move away from
centralized topologies and adopt a Dual-Plane Architecture to

ensure continuous availability.

Intelligent Operations (Autonomous
Networks)

Human error and manual configurations account for a high
percentage of enterprise network downtime. As millions of
smart meters and mobile devices connect to Egypt's networks,
managing infrastructure manually becomes impossible. Future
strategies must utilize Intelligent Operations (InOps) to build

an autonomous, self-healing network.

+ Telemetry-Driven Visibility: Traditional monitoring tools
ping networks periodically, missing brief traffic spikes
or intermittent packet drops. Next-generation networks
use streaming telemetry to monitor performance metrics
continuously, providing immediate visibility into hardware

health and fiber performance.

» Al-Powered Predictive Maintenance: Integrating machine-
learning algorithms allows transport networks to analyze
historical telemetry data. These algorithms can predict
hardware failures, optic degradation, or traffic anomalies
before they cause an outage, allowing engineers to replace

failing components proactively.

Built-in, Zero-Trust Security at the Network
Layer

As recent cyber-attacks and enterprise data leaks show,
perimeter defense firewalls are no longer sufficient. Egypt's

next-generation network must deploy security directly into

the transport layer, implementing a Zero-Trust Network

Architecture.

Native IPsec Encryption

IPv6 includes native support for Internet Protocol Security
(IPsec). This capability allows the network to encrypt and
authenticate data traffic at the packet level, protecting state
records and financial transactions as they move between

regional data centers.

Micro-Segmentation and Threat
Containment

In legacy networks, an attacker who breaches a single
endpoint can move horizontally across the infrastructure.
Combining IPv6’s vast address space with SRv6 segment
boundaries allows for strict micro-segmentation. If a connected
device is compromised, the network isolates that specific IP
segment, blocking the threat from spreading without requiring

a broader network shutdown.

Cryptographic Source Verification

To prevent IP spoofing attacks, where malicious actors disguise
their identity to launch Distributed Denial-of-Service (DDoS)
attacks, IPv6 utilizes Cryptographically Generated Addresses
(CGA). This protocol binds a public signature directly to the
IPv6 address, verifying that the data packet originated from a

legitimate, trusted source.

5.3 Evaluation Indicators and
Assessment Framework

Network resilience should be evaluated through both
measurable outcomes and the technical capabilities that
enable them. As illustrated in Figure 5-1, five resilience
outcome indicators are proposed to measure network
availability, recovery, fault containment, and security
effectiveness. In addition, four groups of capability indicators
are introduced to assess resilience throughout the network
lifecycle: fault prevention, protection and containment,
recovery, and architecture adaptation (Figure 5-2).Figure 5-2.
Network Resilience Lifecycle, adapted from NIST SP 800-160
Vol. 2.
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Figure 5-2. Network Resilience Lifecycle, adapted from
the phase terminology per NIST SP 800-160 Vol. 2

1) Resilience Outcome Indicators

These indicators measure the effectiveness of network
resilience from the perspective of service continuity, fault

containment, recovery, and security protection.

» Availability: The percentage of time during which critical
services remain available and meet agreed performance
requirements, including connectivity, latency, jitter, and

packet loss.

¢ Mean Time to Restore (MTTR): The average time
required to restore affected services following a network
failure, cyberattack, or other disruption, reflecting the

network's recovery efficiency.

* Failure Containment Radius: The scope of network
traffic, users, services, or geographic areas affected by a
single failure or incident, which can be quantified through
the Affected Traffic Ratio (ATR) and the extent of service

disruption.

« Intrinsic Intrusion Protection: The percentage of validated
unauthorized intrusion attempts successfully prevented
within a defined network protection scope, measured

through representative and repeatable security testing.

+ Data Leakage Prevention Rate: The percentage of
validated unauthorized data exfiltration attempts
successfully blocked within a defined protection scope,
measured through controlled data leakage prevention

testing.

The five indicators provide a measurable assessment of

network availability, recovery, fault impact, and security

effectiveness. Intrusion and data leakage prevention rates
should be evaluated using defined test scenarios and consistent
methodologies, with the long-term vision of approaching zero

successful intrusions and data leakage incidents.

2) Resilience Capability Indicators

In addition to the five outcome indicators, four groups of
capability indicators are proposed to evaluate the technical
and operational mechanisms supporting resilience throughout

the network lifecycle.

Fault Prevention. This dimension assesses the network's
ability to reduce failures, security risks, and operational errors
before they affect services. Key capabilities include network
boundary protection, device-level intrinsic security, anti-
overload and anti-DDoS mechanisms, and network change
simulation and validation to prevent misconfigurations and

unexpected service disruptions.

Protection and Containment. This dimension evaluates
the network's ability to withstand disruptions and limit
their impact. Key capabilities include end-to-end network
awareness, device and path redundancy, dual- or multi-plane
architecture, physical route diversity, routing domain isolation,
service isolation, and resilient management-plane protection
to prevent local incidents from escalating into widespread

outages.

Recovery. This dimension measures the network's ability to
rapidly detect, locate, diagnose, and recover from failures or
attacks. Key capabilities include fault-domain identification,
root-cause analysis, fast rerouting, automated traffic steering,
and coordinated recovery mechanisms supported by telemetry

and intelligent operations.

Resilience Architecture Adaptation. This dimension evaluates
the network's ability to continuously improve resilience as
risks, technologies, and service requirements evolve. Key
capabilities include systematic resilience risk assessment,
targeted network hardening, and architectural evolution within
and across network domains to improve scalability, flexibility,

security, and long-term robustness.

Together, the outcome indicators measure the resilience
delivered by the network, while the additional capability
indicators assess the underlying mechanisms that enable
continuous improvement across prevention, protection,

recovery, and adaptation.
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Future Use Case: Distributed Al Computing over Resilient IP Transport

The resilient IP transport capabilities described in Chapter
5 provide a foundation for a wide range of digital services,
including enterprise connectivity, cloud-network services,
data-center interconnection, and connectivity for government
and critical industries. As these services evolve toward more
distributed and compute-intensive architectures, resilient IP
transport can further support the integration of connectivity

and computing resources.

Distributed Al computing provides a representative use case for
future resilient IP transport networks. As computing resources
become geographically distributed, the network becomes an
integral part of computing-service assurance, linking users,
data, and Al resources across multiple locations. This chapter
illustrates how resilient IP transport, together with IPv6/SRv6,
high-capacity connectivity, telemetry, and compute-network
coordination, can support enterprise, government, and

industrial Al workloads.

6.1 Business Context and Key
Requirements

Telecom operators are exploring opportunities to extend
traditional connectivity services toward distributed computing,
GPU-as-a-Service, Al hosting, and integrated cloud-network
services. By combining their backbone and metro networks
with distributed computing resources, operators can provide

computing capacity and connectivity as a coordinated service.

In this model, the availability of computing resources depends
increasingly on the performance and resilience of the
network connecting computing centers, customer data, and

applications. Four requirements are particularly important:

« Computing Resource Availability: Distributed GPU
resources should be discoverable, schedulable, and scalable

on demand according to workload requirements.

* High-Performance and Resilient Connectivity: The
network should provide high bandwidth, low and
predictable latency, controlled packet loss, high availability,
and sufficient recovery capacity during failures.

« Data Security and Sovereignty: Sensitive enterprise,
government, and industrial data should remain protected
by defined security, access-control, and data-governance

policies throughout transmission and processing.

* Compute-Network Coordination: Computing placement
and network-path selection should be coordinated
according to computing availability, network performance,

and real-time network conditions.

6.2 Reference Architecture and
Key Technologies

Figure 6-1 illustrates a possible high-level architecture for

distributed Al computing supported by resilient IP transport.

Operator as a Computing Power Provider
and Secure & Resilient Lossless Connectivity Provider: Leasing model

Industry Verticals
as Customers

(RoCEv2)
~—— G GPUs

Computing gomputing
ower

Center

Imported Data
No Storage

7
Operator’s DCI
Secure & Resilient SRv6 Network

Ultra-Seccue & Resilient
Ultra- Low latency

Imported Dat .
mported Data « Ultra- High Bandwidth

No Storage
Ultra -High Reliability

Lossless

1V
Computing Computing
Imported Data ||:/5)1,1/2] ¢
No Storage Center

Computing
Power
Center

Computing
Power
Center

GPUs

Government
Network

Ordering
& Service
Delivery

— 4)04,

Industrial
Network

Figure 6-1. Distributed Al Computing over Resilient IP Transport — High-Level Architecture
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The architecture contains four main components.

Distributed Al Computing Centers

Multiple Al computing centers provide GPU and related
computing resources across different geographic locations.
These resources can be pooled and dynamically allocated

according to customer demand.

Geographic distribution also contributes to resilience. If a
computing location becomes unavailable, workloads may
potentially be redirected or rescheduled to alternative facilities,
provided that data, application, and network requirements can
still be satisfied.

Resilient IP Transport Network

The operator IP network interconnects computing centers,
cloud facilities, enterprise sites, government networks, and

industrial customers.

The network may apply the resilience capabilities introduced

in Chapter 5.

The underlying physical and optical infrastructure should also
be considered when validating path diversity, since two logical
IP paths may not provide effective resilience when they depend

on the same fiber corridor or physical site.

Compute-Network Coordination Platform

A coordination platform provides joint visibility of computing

and connectivity resources.

It can receive information from computing-resource
management systems and network controllers, allowing
workload placement and network-path selection to be

optimized together.

During normal operation, this can improve resource utilization

and service performance. During disruption, the same

capabilities can support coordinated recovery — for example,
rerouting traffic toward an alternative computing center or
reallocating workloads when a site or network path becomes

unavailable.

Telemetry, automation, and Al-assisted analytics can further
support this process through anomaly detection, risk prediction,

capacity forecasting, and recovery recommendations.

Enterprise, Government, and Industrial
Customers

Customers retain control of their applications, data, security
policies, and workload requirements while consuming

computing and connectivity services according to agreed SLAs.

Different customer classes may require different levels of
assurance. A general enterprise workload may tolerate
temporary performance degradation, while a critical
government or industrial workload may require geographically
diverse paths, reserved recovery capacity, stronger service

isolation, and higher availability.

The architecture should therefore support differentiated
resilience rather than applying the same protection level to

every service.

To guarantee that no High-Value Customers' Data
(Enterprise, Industrial Verticals, Government) is stored on
the remote Computing Power Center Storage Servers, direct
communication between the Customer’s Database and the
GPU of the remote Computing Power Center is required.
RoCEv2? is the suitable protocol, as this Data transfer is
performed via the Operator IP Network. Figure 6-1 shows
this in green text. RoCEv2 is more appropriate than the well-
established RDMA-based InfiniBand Protocol®, which is better
suited for HPC (High Performance Computing) applications.

# RFC 6581 - Enhanced Remote Direct Memory Access (RDMA) Connection Establishment

** InfiniBand RDMA and RoCE Explained: Protocols, Messages, and Network Architecture, by NADDOD
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6.3 Operator Role, Business
Models, and Key Takeaways

Operators can play different roles in distributed Al
infrastructure depending on market demand, investment
strategy, and available computing assets. Two broad models

can be considered.

*« Model 1 — Customer Build and Operate. Enterprises,
government organizations, or industry customers own
or operate their computing resources, while the operator
provides high-performance and resilient connectivity

between customer sites and computing facilities.

Capability

Customer / Enterprise

*« Model 2 — Computing and Connectivity as a Service.
Operators, cloud providers, or other infrastructure providers
offer computing resources together with connectivity as a
managed service, allowing customers to obtain computing
capacity on demand with defined bandwidth, latency,

security, and resilience requirements.

For telecom operators, the second model extends the traditional
role of enterprise connectivity by combining backbone and
metro-network assets, data-center interconnection, service
assurance, and potentially distributed computing resources
into an integrated offer.

Operator / Service Provider

Data and applications Owns and governs

Protects according to agreed policies

Computing resources Owns or consumes as a service

May provide pooled computing capacity

Connectivity

Defines performance and resilience requirements

Provides resilient IP transport and SLA

Security Defines business and data policies

Provides network-level protection and isolation

Orchestration Provides workload requirements

Coordinates computing and network resources

This use case illustrates three broader lessons for resilient IP
transport networks: resilience must include sufficient backup
capacity as well as path diversity; programmability and
telemetry enable traffic to be steered according to workload
and network conditions; and end-to-end service continuity
increasingly depends on coordinated management of

computing resources, IP connectivity, security, and operations.

Distributed Al computing therefore demonstrates how resilient
IP transport can evolve from a connectivity function into a core

enabler of future Al infrastructure and new B2B services.

m Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap



Recommendations for Egypt’s IP Transport Network Evolution

Recommendations for
Egypt’s IP Transport
Network Evolution

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap .



Recommendations for Egypt’s IP Transport Network Evolution

The preceding chapters have established why network
resilience matters for Egypt, how it aligns with the country's
national strategies, and which technologies and architectural
principles enable it. This chapter translates that analysis into
forward-looking recommendations: a staged roadmap, a set of
measurable resilience indicators, collaboration and governance
mechanisms, and concrete next steps. These recommendations
do not propose a new national strategy; they offer a practical
path for advancing the resilient, future-ready IP transport
network on which Egypt's existing digital, IPv6, cybersecurity,

and connectivity-hub objectives depend.

7.1 A Staged Roadmap

Resilience is best strengthened progressively, prioritizing the
measures that most reduce systemic risk before advancing to

more sophisticated capabilities.

Phase 1: eliminate the largest single points of failure. Priority
should be given to identifying and removing critical physical
and logical concentration points — verifying route and
site diversity for the most important nodes, corridors, and
exchanges; validating disaster-recovery and failover procedures
rather than assuming them; strengthening device-level
intrinsic security, routing security, and control-plane protection.
This phase turns lessons from recent incidents into concrete
hardening, in parallel with reaching full ISP IPv6 readiness

under the national strategy.

Phase 2: make resilience programmable and observable.
Building on IPv6 deployment, operators should extend SRv6-
based traffic engineering and fast reroute across backbone
and metro networks, introduce dual- or multi-plane design
for critical domains, and establish end-to-end observability
across services, topology, routing, and physical dependencies.
Resilience shifts from static redundancy toward programmable,
service-aware protection, aligned with the national goal of

exceeding 80 percent IPv6 adoption by 2030.

Phase 3 : intelligent, self-healing operations. With visibility
and programmability in place, operators can progress toward
closed-loop, Al-assisted operations — predictive risk detection,
automated fault localization, and self-healing recovery under
human oversight — while adapting architecture continuously
as risks evolve. This sustains and extends the resilience gains

achieved during the earlier phases.

7.2 Key Resilience Indicators and
Targets

To make progress measurable, Egypt's stakeholders may adopt
a focused set of resilience indicators based on the assessment
framework in Chapter 5 and aligned with existing national
targets. The proposed framework includes five resilience
outcome indicators — Availability, MTTR, Failure Containment
Radius, Intrusion Prevention Rate, and Data Leakage
Prevention Rate — together with IPv6/SRv6 Readiness as a
key indicator of network evolution. The table below presents
indicative targets across three development phases, along with
the key supporting technologies recommended to achieve

them.

These indicators link measurable resilience outcomes with
the technologies and capabilities needed to support them.
Availability, recovery, and fault containment are strengthened
through resilient architecture, SRv6-based protection, and
intelligent operations, while intrinsic security and advanced
cryptographic technologies enhance intrusion and data leakage
prevention. IPv6/SRv6 evolution provides a programmable
foundation for these capabilities, aligned with Egypt's national
IPv6 strategy. The proposed targets are intended to guide
industry development and should be refined through operator
assessments and validated testing, with long-term security
prevention targets representing aspirations under defined test

conditions rather than guarantees of absolute security.
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Indicator

Phase 1

Recommendations for Egypt’s IP Transport Network Evolution

Phase 2

Phase 3

Key network capability based on

best practices

1. Availability Establish > 99.999% 99.999%+ for » SRv6-Based Failure Protection: 100% coverage
(backbone / end- measurement backbone (carrier- core, approaching for single- and multi-point failures across
to-end) baseline for grade); six nines; endpoints, intermediate links and nodes,
critical services > 99.99% end-to- > 99.999% end- achieving sub-200ms switchover times.
end to-end » Rapid Congestion Mitigation: Automated
elimination of network congestion within 10
seconds after single- or multi-point failure.

« Proactive Traffic Optimization: Dynamic route
and tunnel optimization to prevent service
congestion within 10 minutes.

2. MTTR for Benchmark Critical-service Sub-minute « Traffic Forecasting: Long-term bandwidth
critical services current recovery recovery within to few-minute prediction supporting at least a 6-month
time ~30 minutes for automated horizon with accuracy >90%.

software incident

restoration for
software incident

» Resilience Risk Analysis: Comprehensive multi-
layer risk assessment covering equipment,
network topologies, protocols, and throughput
capacities.

« Automated Fault Diagnosis: >90% automation
rate for element- and network-level fault root-
cause analysis.

» Automated Configuration Verification: Pre-
deployment simulation and verification for all
configuration changes.

3. Failure
Containment
Radius

No nationwide
service outage.
National Affected
Traffic Ratio (ATR)
<20%

No region-wide
service outage;
National ATR <
10% and ATR of
impacted region <
60%

Impact contained
within a local/
access domain

» Dedicated Escape Planes: Reserve dedicated
protection planes for critical services during
emergencies.

« Supply Chain Redundancy: Diverse supply
chain deployment across critical network layers
to reduce supply chain risks.

» Protocol Domain Isolation: Protocol-level
domain partitioning equipped with robust
failure containment mechanisms to prevent
cross-domain fault propagation.

4. Intrinsic
Intrusion
Protection

Establish a
common testing
methodology
and baseline,
referencing IETF
RFC 9411 and
MITRE ATT&CK

>95% prevention
rate under
validated security
test scenarios

100% prevention
rate under defined
test scenarios, as
an aspirational
target

* Native DDoS Defense: Built-in DDoS detection
and mitigation within seconds through
coordination with security appliances.

+ Embedded Intrusion Detection: Real-time
detection and alerting for anomalous behaviors
across system memory, files, and runtime
processes.

* Route Overload Protection: Native
mechanisms to detect and absorb route
overloads, ensuring existing routing tables and
active connections remain unaffected.

« Secure Boot Verification: Mandatory hardware-
rooted secure boot verification across all device
components.

5. Data Leakage
Prevention Rate

Establish a data
exfiltration testing
methodology

and baseline,
referencing NIST
SP 800-53 and
MITRE ATT&CK

>95% prevention
rate under
validated data
exfiltration test
scenarios

100% prevention
rate under defined
test scenarios, as
an aspirational
target

e Post-Quantum & Quantum Security: Built-in
post-quantum cryptographic resilience coupled
with native Quantum Key Generation and
Distribution (QKD) capabilities.

6. IPv6 / SRv6
readiness

Full ISP IPv6
readiness
(national
strategy); SRv6
pilots begin

IPv6 adoption >
60% (national
target); SRv6
rerouting across
backbone/metro

SRv6-based
resilience widely
available; IPv6
the primary
foundation

* IPv6 Infrastructure: Scalable IPv6 addressing
and roadmap to IPv6-only

* SRv6 programmability: Locator/SID planning
and control-plane integration
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7.3 Collaboration and Governance
Mechanisms

Resilience is a shared, cross-organizational capability, and no
single actor can deliver it alone. Effective progress will depend
on clear roles and sustained coordination among stakeholders.

» NTRA and government can set resilience objectives,
promote transparent risk assessment, encourage adoption
of relevant standards and good practices, and facilitate
coordination — without prescribing a single technical

architecture.

» Operators and infrastructure owners are responsible for
architectural risk assessment, route and site diversity,
routing security, and validated recovery procedures, and

for coordinated response during cross-domain incidents.

« Technology suppliers, standards bodies, and academic and
research institutions can contribute through standards
alignment, interoperability, innovation in IPv6, SRv6, and

intelligent operations, and capacity building.

» Regional cooperation — through AICTO, the Arab IPv6
Council, and international bodies such as the ITU —
reinforces both Egypt's IPv6 leadership and the resilience

of its cross-border connectivity.

Two mechanisms deserve particular emphasis.

* A coordinated cross-domain incident-response framework
— linking NTRA, Telecom Egypt, mobile operators, and
critical-service owners — would build on the coordination
already demonstrated during recent incidents and shorten

national recovery times.

+ A shared capacity-building effort in IPv6 and network-
resilience skills would address the talent gap that otherwise

constrains implementation of national objectives.

7.4 Next Steps

Several concrete actions can begin in the near term, each led
by the stakeholders best placed to act.

« A national resilience risk assessment can identify and
prioritize the most critical single points of failure across

sites, corridors, and exchanges.

* A routing-security deployment plan can begin extending

ROA coverage and ROV enforcement across key networks.

* SRv6 and fast-reroute pilots on backbone and metro
segments can validate programmable recovery ahead of

wider rollout.

« An observability baseline can establish end-to-end visibility

as the foundation for later automation.

« A coordinated skills program, aligned with the national
IPv6 strategy's training objectives, can build the expertise

these measures require.

Conclusion

A resilient IP transport network is not an end in itself, but a
foundational capability that underpins Egypt's Digital Egypt
and ICT 2030 agenda, its National IPv6 Strategy, its national
cybersecurity objectives, and its role as a leading regional and
international connectivity hub. By eliminating critical single
points of failure, embedding security and programmability into
the network, and advancing toward intelligent, self-healing
operations — measured through a small set of resilience
indicators anchored in existing national targets — Egypt can
ensure that the continued growth of its digital economy rests
on connectivity that is not only fast and far-reaching, but
dependable, recoverable, and ready for the demands of the Al
era.
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(US, China, EU, France, Germany,
UK, KSA, Japan)

Egypt Resilient IP Transport Network White Paper: An IPv6-Enabled Roadmap .



ANNEX

The landscape of National Resilience and Critical Infrastructure (Cl) has undergone significant shifts as of 2026, primarily driven by

a global move toward mandatory cross-sectoral resilience and the integration of physical and cyber defense.

Region /

Country

Primary Strategy /

Framework

Focus & Strategic Direction

United States

2025 National
Adaptation and
Resilience Planning
Strategy

Climate change is already impacting every community in the United States. From
extreme heat to devastating floods, supercharged hurricanes and unprecedented
wildfires, these extreme weather events pose direct threats to lives and livelihoods
and have significant economic impacts: in 2024 in the United States, there were
27 disasters costing $1 billion or more, for a total of $182.7 billion in damages
U.S. National Adaptation and Resilience Planning

Strategy - United States Department of State

China

National Cybersecurity

Strategy

Strict data sovereignty. Implements a tiered penalty regime for Critical
Information Infrastructure Operators (ClIOs) and aligns liability with Data
Security and Personal Information Protection Laws (Hogan Lovells, 2026).
https://www.hoganlovells.com/en/publications/key-updates-

on-the-amended-cybersecurity-law-of-china

Europe (EU)

EU Cyber Resilience
Act (CRA)

The CRA introduces mandatory cybersecurity requirements for manufacturers,
covering the planning, design, development and maintenance of such products.
These obligations must be met at every stage of the value chain. The CRA also
requires manufacturers to handle vulnerabilities during the lifecycle of their
products. Some products of particular relevance for cybersecurity may need to
undergo a third-party assessment by a notified body before they are sold on the

EU market. https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act

National Resilience
(Revised 2025)

France Stratégie Nationale de Cyber Sovereignty. Aims for "first-rank" cyber resilience by 2030 through five pillars,
Cybersécurité (2026) including talent development and protection of digital foundations (SGDSN, 2026).
https://www.sgdsn.gouv.fr/files/files/Publications/20260129_SNC_0.pdf
Germany National KRITIS Physical Resilience. Establishes the first cross-sectoral
Resilience Strategy framework for physical protection against sabotage and natural
(2026) disasters, complementing NIS2 (Deloitte, 2026).
https://www.deloitte.com/dl/en/services/legal/perspectives/kritis-dachgesetz.html
United UK National Resilience Supply Chain Security. Expands regulatory scope to managed service
Kingdom Framework providers and critical suppliers, giving the government powers to direct
actions in the interest of national security (UK Parliament, 2025).
https://commonslibrary.parliament.uk/research-briefings/cbp-10442/
Saudi Arabia Vision 2030 Digital Economic Growth. Implements mandatory controls for
Resilience Goals private sector entities and SMEs to protect essential services
and enhance business continuity (CMS, 2026).
https://cms.law/en/omn/legal-updates/kingdom-of-saudi-arabia-
issues-new-cybersecurity-controls-for-the-private-sector
Japan Fundamental Plan for Disaster & Digital Resilience. Emphasizes "National Land Resilience"

using Al and supercomputers for disaster prediction and climate change
countermeasures (Ministry of Foreign Affairs of Japan, 2025).

https://www.mofa.go.jp/policy/oda/sdgs/pdf/vnr2025_00_full_en.pdf

Source: Publicly available data from governments
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Any suggestions or comments on this white paper are welcome and may be sent to
Hytham El-Nakhal hytham@tra.gov.eg and Tayeb Ben Meriem

tayeb.benmeriem@ipv6forum.com. o



